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Disclaimer: Co-funded by the European Union. Views and opinions expressed are however those of the
author(s) only and do not necessarily reflect those of the European Union or the European
Education and Culture Executive Agency. Neither the European Union nor the granting
authority can be held responsible for them.

Limitations: This Rapid Scoping Review was done referring to a long list of sources which can be found
in the end of the document. The sources may contain data different from source to source
due to various age groups it refers to, generalizations, dates of publication, inconsistencies
and inaccuracies. Therefore, this Rapid Scoping Review may contain: (a) generalizations,
(b) data which may be completely or partially applied for particular age group but cannot
be applied for another one, (c) inconsistencies and (d) inaccuracies.

. Country context

This section provides a brief overview of the digital landscape for children and young people (17-17

years old). This sets the scene for the findings below.

Cost of Access and Availability of Devices

In Ukraine, mobile internet access remains among the most affordable
in Europe; therefore, for most children and young people, the main
barrier is not the cost of data but rather the availability of their own
device and the quality of the connection. According to recent studies,
the average age for getting one’s first smartphone is around 8 years
old, and most children already have their own smartphone by the time
they are in elementary school. About 96% of teenagers are daily internet
users.
Socioeconomic Gap
Internet access & Despite high overall digitalization, inequality persists among children
connectivity from different socioeconomic groups. Lower-income households are
more likely to face a shortage of digital devices, the need to share a
single device among several family members, and limited access to
high-quality internet. International UNICEF studies also show that
children from poorer families have significantly lower levels of home
internet access compared to children from affluent households.?
The Gap Between Urban and Rural Areas
The digital divide between urban and rural areas in Ukraine remains
significant. A nationwide study by the Ministry of Digital Transformation
and UNDP identifies residents of rural areas as one of the groups most
frequently facing challenges with access to high-quality internet and
mobile connectivity.?

1 UNICEF Ukraine — U-Report findings on online fraud and misinformation risks; FCA Ukraine. Needs and Risks in the Field of
Digital Safety of Children and Adolescents in Ukraine — attached to the desk review

2 UNICEF — Two thirds of the world’s school-age children have no internet access at home, new UNICEF-ITU report says

3 UNDP. Mobile communications and internet access in Ukraine: Results of a sociological survey
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Studies of the digital divide in Ukraine also show that the rate of digital
service usage among the rural population is lower than in urban areas,
and the war has further exacerbated this inequality due to infrastructure
damage and communication disruptions in remote and frontline
communities.

USAGE OF DEVICES BY CHILDREN AND YOUTH (8-17 aged
children & youth)

Phone 90 %
Laptop/computer 42 %
Tablet 34 %

Gaming console 6 %

MOST-USED PLATFORMS & SERVICES (8-17 aged children &
youth 5
YouTube 78 %
Telegram 76 %
TikTok 75 %
Viber 61 %
Instagram 50 %
Roblox 43 %
Google Meet / Zoom 36 %
services Google Classroom 28 %
Facebook 22 %
WhatsApp 20 %
Discord 19 %
Educational websites (LearningApps, Classtime, etc.) 16 %

Most-used platforms &

Educational video-resources (EdEra, Prometheu, etc.) 7 %
Snapchat 6 %

Moodle 2 %

Other 1 %

USING INTERNET FOR (11-17 aged children & youth)®:

Watching videos 82 %
Playing games 56 %
Chatting with friends 75 %
Learning new things 55 %
Key usage patterns Using social media 61 %
Other (everything) 4 %

USAGE TIME (11-17 aged children & youth):
Several hours per day 88.1 %
One time per day 29 %
Several time per week 6.7 %

4 Finn Church Aid Ukraine. Needs and Risks in the Field of Digital Safety of Children and Adolescents in Ukraine
5 Finn Church Aid Ukraine. Needs and Risks in the Field of Digital Safety of Children and Adolescents in Ukraine
6 SOS Children's Villages Ukraine. Ctrl+SAFE Project Digital Safety and Online Well-Being Survey of children - Ukraine Results
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Less often 2.3 %

96% of teenagers use the internet every day, according to data from
the nationwide ‘Dignity Online’ NGO 2025 study, UNDP 2025 study and
‘FCA’ INGO 2026 study’.

% of children online

According to a study by Proinsight Lab and partners (2020-2021), 51.9%

of Ukrainian children began using the internet between the ages of 6

and 98.

A later study of Google (2025) showed that the average age at which
Age of first internet use children receive their first smartphone is 8 years old. This is not the

same as their first time going online, but it is a close indicator of when

they begin using the internet independently®.

A study by UM Ukraine (2025) showed that most children get their first

smartphone even earlier: 66% at the age of 6-7, and another 25% at

the age of 8-10'.

In Ukraine, the gender gap in internet access among children and
young people is small or nonexistent, unlike in many developing
countries

Gender Gap

UNICEF data show that among young people aged 15-24 in Ukraine,
the internet was used by:

. 93.1% of girls;

. 87.3% of boys."

Other relevant indicators |n other words, internet access among girls is even slightly higher than
among boys. This indicates the absence of a significant gender barrier
in basic access to the internet.

Age gap in internet usage
According to Ukraine’s Digital Development Country Profile:

. about 74.3% of children under 14 use the internet;

° among young people aged 15-24, internet usage is nearly
universal;

° the highest level of digital activity is observed precisely among

young people.™?

7 Finn Church Aid Ukraine. Needs and Risks in the Field of Digital Safety of Children and Adolescents in Ukraine; Dignity Online.
National study “Online Child Sexual Abuse and Online Child Sexual Exploitation in Ukraine”; UNDP. Mobile communications
and internet access in Ukraine: Results of a sociological survey

8 Proinsight Lab and partners Research

9 Google. ‘Children’s Online safety in Ukraine’ Study

10 UM Ukraine Research

11 UNICEF Ukraine — Safer Internet Day statistics and online behaviour in Ukraine

12 |TU. Ukraine's Digital Development Country Profile
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Il. Current risks regarding child safety online

This section provides an overview of the risks and challenges affecting children and young people (17-

17 years old) in the digital environment in Ukraine.

Overall Landscape of Risks

The most prevalent online risks for children in Ukraine include cyberbullying, exposure to harmful content,
contact with strangers, online grooming, psychological manipulation, misinformation, online recruitment
into illegal activities, privacy violations, and excessive exposure to harmful digital environments. These
risks increasingly materialise in both online and offline spaces simultaneously, as online interactions often
have direct real-life psychological, social, and security consequences. In the context of war, online risks
in Ukraine frequently overlap with physical safety concerns, including manipulation linked to hostile
information campaigns, recruitment attempts for sabotage activities, and exposure to traumatic war-related
content.’

These risks are increasing and evolving rather than decreasing. The rapid expansion of social media
use, encrypted messaging platforms, Al-generated content, and algorithm-driven recommendation systems
has created more complex and difficult-to-monitor online environments. There is a clear escalation pattern
of risks: 65% of children reported being contacted by strangers online, 50% received emotional praise
or friendship from unknown individuals, 37% experienced insults or harassment online, 31% were invited
into private chats or platforms, and 18% were asked to share personal or intimate content. Emerging
risks include Al-generated manipulation, deepfakes, extremist or hostile propaganda, and online
recruitment through platforms such as Telegram and gaming environments.'

Children aged approximately 10-15 appear particularly vulnerable because this age group combines
intensive digital activity with limited critical digital literacy and emotional maturity. The materials also
highlight heightened vulnerabilities among conflict-affected children, internally displaced children, children
with disabilities, children living in poverty, and socially isolated adolescents. Boys may face increased
exposure to recruitment attempts linked to sabotage or violent online communities, while girls are often
more exposed to grooming, sexual harassment, body image pressure, and online exploitation.

One of the risks of the digital environment is the emotional impact of participating in online communities
that may romanticize or normalize suicide, self-harm, and other forms of risky behavior. International
studies indicate that exposure to such content can exacerbate adolescents’ psychological vulnerability
and increase the risk of dangerous behavior. Closed online communities that encourage self-harm, as
well as viral online challenges and content aimed at demonstrating risky actions for the sake of popularity

or to create video content, pose a particular threat.”

13 EU Kids Online 2020 Report; UNICEF — Keeping Children Safe Online; OECD. How's Life in the Digital Age? Opportunities and
Risks of the Digital Transformation for People's Well-being

14 Finn Church Aid Ukraine. Needs and Risks in the Field of Digital Safety of Children and Adolescents in Ukraine; ICF S.A. in
association with SOS Children's Villages, Save the Children, Risk & Policy Analysts Ltd. Laura Lundy, Cath Larkins. EU Children's
Participation Platform Findings from the Consultation with Children on Cyberbullying; European Commission. Action Plan
Against Cyberbullying — “Safer online, stronger together”; UNICEF Poll — Online Bullying Among Young People; UNICEF —
Keeping Children Safe Online; EU Kids Online — Reports and Findings; Reuters — EU age verification initiative for children
online; Reuters — EU measures against cyberbullying and platform accountability; The Guardian — Snapchat investigation
regarding child safety risks; Zhang, Z., Gui, X., Kou, Y. Children's Online Safety Risks and Ethical Considerations in XR Games
15 Lind, M. N., Razi, A., Scholten, H., George, M. J., De Choudhury, M., Granic, |., Lal, S., Wisniewski, P. J., & Allen, N. B. When
“Self-Harm” Means “Suicide”: A Topic Modeling Study of Adolescent Online Help-Seeking for Self-Harm. Suicide and Life-
Threatening Behavior; Luca Soldaini, Timothy Walsh, Arman Cohan, Julien Han, Nazli Goharian. Helping or Hurting? Predicting
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Children themselves describe online spaces as both highly useful and emotionally exhausting. According
to research findings, children value social media for communication, entertainment, learning, and emotional
connection, especially during wartime and displacement. However, many children also report fear of
bullying, manipulation, fake profiles, privacy violations, and pressure from peers or strangers. Children
most commonly turn to friends rather than adults for help, while many hesitate to involve parents or
teachers because of fear of punishment, shame, or not being understood. There is indication that
children’s practical knowledge of digital protection tools remains inconsistent. While many know basic
privacy settings or blocking functions, fewer understand reporting systems, evidence preservation, secure
passwords, platform safety settings, or mechanisms for reporting grooming and cyberbullying.'®

Content risks

Children in Ukraine are exposed to multiple forms of harmful content, including violent war-related
material, cyberbullying, hate speech, pornography, self-harm content, extremist narratives, manipulative
propaganda, misinformation, and harmful online challenges. The wartime environment significantly
amplifies children’s exposure to traumatic and manipulative content, particularly through Telegram
channels, TikTok, YouTube, Instagram, and gaming communities. The researches highlight that algorithm-
driven platforms expose children to increasingly personalised and emotionally manipulative content
ecosystems. "’

The prevalence of harmful content exposure is high due to daily internet use among children. The
findings indicate that 96% of adolescents use the internet daily and 90% primarily access it through
mobile phones, often outside adult supervision. Exposure risks are increasing because of Al-generated
content, misinformation campaigns, deepfakes, addictive recommendation systems, and the growing role
of short-form algorithmic video content.

Children aged 10-15, children spending large amounts of unsupervised time online, displaced children,
and children experiencing psychosocial distress appear most affected. Vulnerable groups may use online
spaces as a coping mechanism for isolation or trauma, increasing their exposure to harmful communities
or exploitative actors.

Children’s understanding of harmful content varies significantly. Many children recognise overtly dangerous
content but struggle to identify manipulation, misinformation, emotionally coercive behaviour, or algorithmic
influence. The findings suggest children often normalise harmful online experiences or perceive exposure
to disturbing content as unavoidable. Schools and parents remain inconsistent in discussing digital risks
openly, and many children rely primarily on peers or social media itself for information about online
safety.'®

Contact risks

Reported harmful online contact includes grooming, coercion, sexual harassment, emotional manipulation,
extortion, online recruitment, and contact by strangers seeking to move conversations into private
channels. The researches documented that 65% of children had been contacted by strangers online,
50% received emotional praise from unknown individuals, and 31% were encouraged to move
communication into more private environments. These interactions occur primarily through Telegram,
TikTok, Instagram, Discord, gaming platforms, and messaging applications.®

Changes in Users’ Risk of Self-Harm Through Online Community Interactions; Maria Bada and Richard Clayton. Online Suicide
Games: a Form of Digital Self-harm or a Myth?

16 Finn Church Aid Ukraine. Needs and Risks in the Field of Digital Safety of Children and Adolescents in Ukraine

17 UNICEF — Keeping Children Safe Online; EU Kids Online Final Report; Papadamou, K. et al. Disturbed YouTube for Kids:
Characterizing and Detecting Inappropriate Videos Targeting Young Children

18 Finn Church Aid Ukraine. Needs and Risks in the Field of Digital Safety of Children and Adolescents in Ukraine

19 Finn Church Aid Ukraine. Needs and Risks in the Field of Digital Safety of Children and Adolescents in Ukraine
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A particularly important emerging trend in Ukraine involves online recruitment connected to wartime

hybrid threats. National Hybrid Threats Working Group (under development by FCA) documentation (as
per its ToR) identifies increasing concerns about recruitment of adolescents for sabotage activities,
spreading hostile narratives, or participating in illegal actions coordinated online.?°

Children most vulnerable to harmful contact include adolescents experiencing social isolation, emotional
distress, displacement, family separation, or lack of parental supervision. Younger adolescents are
especially vulnerable because they actively seek peer validation while lacking strong digital risk
assessment skills.

Children often perceive online interactions as normal social experiences and may not immediately
recognise grooming or manipulation. Many describe difficulty distinguishing between friendly
communication and exploitative behaviour. Children primarily turn to peers for support, while trust in adult
responses remains inconsistent. Fear of blame, embarrassment, or device restrictions often prevents
children from reporting harmful interactions.?’

Conduct risks

The most commonly reported risky online behaviours include cyberbullying, sexting, oversharing personal
information, unsafe communication with strangers, participation in harmful online challenges, and
excessive screen exposure. Surveys identified cyberbullying and online harassment as widespread
concerns among children and educators.??

Cyberbullying remains one of the most visible online harms. Harmful behaviours increasingly occur
through private messaging, group chats, anonymous accounts, gaming communities, and short-form video
platforms. Trends suggest increasing normalisation of aggressive online communication, amplified by
wartime stress, social polarisation, and emotional exhaustion.?®

Excessive or uncontrolled use of digital technologies can negatively affect the mental health and well-
being of children and adolescents. Among the potential consequences, researchers highlight the
development of problematic or addictive use of video games and social media, impaired concentration,
poorer sleep quality, and increased levels of anxiety, depressive symptoms, and emotional exhaustion.
Children and adolescents who spend a significant portion of their free time online or use digital platforms
as their primary source of social interaction are particularly vulnerable. At the same time, scientific studies
emphasize that the impact of digital technologies on mental health is complex and depends not only on
the amount of time spent online but also on the nature of online activity, the quality of content, and the
child’s individual characteristics.?*

Children most vulnerable include adolescents with low psychosocial support, children affected by trauma,
children with disabilities, socially isolated youth, and those heavily dependent on online communities for
social interaction.?®

20 Finn Church Aid Ukraine. Hybrid Threats Working Group ToR

21 Finn Church Aid Ukraine. Needs and Risks in the Field of Digital Safety of Children and Adolescents in Ukraine

22 EU Kids Online 2020 Report; EU Kids Online — Reports and Findings; Ain.ua. Whales Are Heading to Uanet: Cyber Police
Have Identified About 200 Active Ukrainians in “Death Groups”; Television News Service. Deadly Whales: Cyber Police Have
Discovered Social Media Groups Where Teenagers Are Being Encouraged to Commit Suicide

23 |CF S.A. in association with SOS Children's Villages, Save the Children, Risk & Policy Analysts Ltd. Laura Lundy, Cath Larkins.
EU Children's Participation Platform Findings from the Consultation with Children on Cyberbullying; UNICEF Poll — Online
Bullying Among Young People; European Commission; Action Plan Against Cyberbullying — “Safer online, stronger together”;
Finn Church Aid Ukraine. Needs and Risks in the Field of Digital Safety of Children and Adolescents in Ukraine

24 OECD. How's Life in the Digital Age? Opportunities and Risks of the Digital Transformation for People's Well-being; Nazia
Darvesh, Amruta Radhakrishnan, Chantelle C. Lachance, Vera Nincic, Jane P. Sharpe, Marco Ghassemi, Sharon E. Straus, and
Andrea C. Tricco. Exploring the prevalence of gaming disorder and Internet gaming disorder: a rapid scoping review

25 OECD. How's Life in the Digital Age? Opportunities and Risks of the Digital Transformation for People's Well-being; UNICEF
— Keeping Children Safe Online
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Several factors influence these behaviours, including peer pressure, lack of supervision, low digital

literacy, psychological distress, online anonymity, algorithmic amplification of provocative content, and
limited awareness of long-term consequences. Children often describe coping strategies such as blocking
users, limiting online activity, ignoring abuse, switching accounts, or seeking peer support. However,

many coping mechanisms remain informal and insufficient without adult or institutional support.?®

Consumer/Commercial risks

Children in Ukraine are increasingly exposed to commercial and data-related risks linked to targeted
advertising, algorithmic profiling, monetisation of user behaviour, in-app purchases, gaming economies,
influencer marketing, and extensive personal data collection by digital platforms. Social media platforms,
gaming applications, and video-sharing services continuously collect behavioural data from children, often
without meaningful informed consent or understanding by young users.?’

Most children have limited awareness of how their personal data is collected, processed, stored, and
monetised. Findings suggest children are generally aware of visible online dangers but far less informed
about algorithmic influence, data tracking, profiling, or manipulative recommendation systems.?

These risks are evolving rapidly because of Al systems, personalised advertising, deepfake technologies,
influencer-driven marketing, and increasingly sophisticated behavioural targeting. The EU Action Plan
Against Cyberbullying specifically highlights the growing importance of Al transparency obligations and
platform accountability related to harmful content and manipulative systems.?®

Children most vulnerable to commercial and data-related risks include younger users, children with low
digital literacy, children experiencing emotional distress, and children who spend extensive unsupervised
time online. Children affected by poverty or displacement may also be more vulnerable to exploitative
monetisation systems, scams, and manipulative online financial schemes.*

The online environment poses a number of financial risks for children and young people. In particular,
digital platforms, mobile games, and social media actively use personalized advertising, in-game
purchases, and microtransactions, which can encourage impulsive spending and foster unhealthy
consumer habits. Children often make purchases without fully realizing their cost or hide their spending
from their parents. Additional risks include fraudulent schemes, pyramid schemes, and offers of “easy
money online” spread through social media, messaging apps, and video platforms. For young people
aged 18 and older, who can now open bank accounts and use digital payment services on their own,
there is a growing risk of becoming entangled in credit obligations, financial speculation, gambling, and
online casinos. Significant risks are posed by sign-up bonuses, free bets, and other marketing practices
that create the illusion of easy money and can contribute to the development of financial and gambling
addictions.

26 EU Kids Online Final Report; OECD. How's Life in the Digital Age? Opportunities and Risks of the Digital Transformation for
People's Well-being; EU Kids Online 2020 Report; ICF S.A. in association with SOS Children's Villages, Save the Children, Risk
& Policy Analysts Ltd. Laura Lundy, Cath Larkins. EU Children's Participation Platform Findings from the Consultation with
Children on Cyberbullying; UNICEF Poll — Online Bullying Among Young People; European Commission

27 OECD. How's Life in the Digital Age? Opportunities and Risks of the Digital Transformation for People's Well-being; UNICEF
— Keeping Children Safe Online; World Health Organization. Gambling

28 \Wang, G. et al. Are Children Fully Aware of Online Privacy Risks and How Can We Improve Their Coping Ability?; Zhao, J. et
al. What Privacy Concerns do Parents Have about Children's Mobile Apps?

29 European Commission. Action Plan Against Cyberbullying — “Safer online, stronger together”

30 Finn Church Aid Ukraine. Needs and Risks in the Field of Digital Safety of Children and Adolescents in Ukraine; Nazia Darvesh,
Amruta Radhakrishnan, Chantelle C. Lachance, Vera Nincic, Jane P. Sharpe, Marco Ghassemi, Sharon E. Straus, and Andrea C.
Tricco. Exploring the prevalence of gaming disorder and Internet gaming disorder: a rapid scoping review
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The evidence base on child online safety in Ukraine has expanded significantly since
the escalation of the full-scale war in 2022, although important gaps remain. Available
information comes from a combination of NGO research, international organizations,
state authorities, academic initiatives, media investigations, and emerging policy
documents. However, the evidence ecosystem remains fragmented, project-based, and
uneven in quality and scope.

One of the most detailed recent sources is the FCA Ukraine study “Needs and Risks
in the Field of Digital Safety of Children and Adolescents in Ukraine” (2025-2026),
conducted across Kyiv, Dnipro, and Odesa regions. The research combined surveys,
focus group discussions, and stakeholder interviews with children, parents, educators,
and specialists. The study provides important quantitative and qualitative insights into
children’s online behaviour, exposure to harmful content, online grooming patterns,
cyberbullying, and hybrid threats. It also documents children’s own experiences and
coping mechanisms. According to the study, 96% of children use the Internet daily,
while Telegram, YouTube, and TikTok are among the most widely used platforms. The
research also identified increasing concerns regarding online recruitment, manipulation,
and exposure to harmful content in the wartime context. FCA materials also highlight
practical gaps in teachers’ and parents’ preparedness to respond to digital harms.®'

. ‘Dignity Online” NGO presents a National Study on Children's Online Safety in Ukraine
Evidence on June 30, 2026. This study provides additional insights on the digital safety of
& Data children and youth.*

Additional evidence is provided through the Ctrl+SAFE survey conducted with children

Sources

and adolescents as part of the project preparation phase. This evidence supplements
the existing data by including a separate category of children in the survey - children
in alternative care. This source is particularly relevant because it captures children’s
own perceptions of digital risks, levels of trust in adults and institutions, online coping
strategies, and awareness of protection tools.*®

International organizations such as UNICEF, UNESCO, OECD, and EU Kids Online
also provide relevant evidence regarding online risks, digital literacy, cyberbullying,
mental health impacts, and children’s online behaviour patterns. UNICEF Ukraine has
published multiple reports on the psychosocial impact of war, online learning, and child
protection risks in digital spaces. The EU Kids Online network and Better Internet for
Kids platform provide comparative European data on children’s digital experiences,
cyberbullying, harmful content exposure, and digital well-being. The OECD has also
published policy recommendations regarding children in digital environments, algorithmic
risks, and digital literacy.

Government institutions increasingly contribute to the evidence landscape. The Ministry
of Digital Transformation of Ukraine, through Diia Education initiatives, publishes
educational materials and awareness campaigns on digital literacy and online safety.
The Ministry of Education and Science of Ukraine has integrated certain digital literacy
components into educational reform discussions and distance learning policies. The
Juvenile Prevention Department of the National Police of Ukraine also conducts

31 Finn Church Aid Ukraine. Needs and Risks in the Field of Digital Safety of Children and Adolescents in Ukraine
32 Dignity Online. National study “Online Child Sexual Abuse and Online Child Sexual Exploitation in Ukraine”
33 50S Children's Villages Ukraine. Ctrl+SAFE Project Digital Safety and Online Well-Being Survey of children - Ukraine Results
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awareness campaigns and documents online threats affecting children, particularly

cyberbullying and online exploitation.®* Some initiatives of other state actors will be
considered in other sections.

At the policy level, the EU Action Plan Against Cyberbullying (2026) provides important
contextual guidance regarding cyberbullying prevention, reporting mechanisms, digital
literacy, platform accountability, Al-generated content, and child participation in online
safety policies. Although not Ukraine-specific, the document is highly relevant given
Ukraine’s EU integration process and emerging alignment with European digital policy
approaches.*®

Despite the growing evidence base, significant gaps remain. There is still limited
disaggregated data by gender, disability status, displacement status, socio-economic
background, ethnicity, or geographic location. Most available statistics focus on general
internet use or cyberbullying, while less evidence exists regarding online grooming,
sextortion, algorithmic manipulation, Al-generated harms, and online recruitment linked
to hybrid threats. Data on children with disabilities, children in institutional care, Roma
children, and LGBTQ+ adolescents remains particularly limited.

There are also recurring gaps in longitudinal evidence and systematic national
monitoring. Much of the available data is project-based and concentrated in urban
areas or among children connected to schools and humanitarian programming. Rapidly
evolving digital trends, changing platform ecosystems, and the increasing role of Al
technologies further complicate evidence collection. Many harmful experiences also
remain underreported due to stigma, fear, normalization of online abuse, or lack of
trust in reporting systems.

Another major gap concerns children’s own voices. While several recent initiatives
increasingly include child participation, children’s lived experiences and perspectives
are still insufficiently integrated into national policy design, referral systems, and digital
safety frameworks. Existing evidence suggests that children often rely on peers rather
than adults for support and may perceive online harm as unavoidable or difficult to
report safely.

Coordination among evidence producers remains limited. Research, policy discussions,
humanitarian initiatives, and law enforcement responses are often disconnected from
one another. In this context, the planned Hybrid Threats Working Group initiated by
FCA may help strengthen information sharing, evidence-based coordination, and cross-
sector collaboration among child protection, education, law enforcement, and digital
safety actors in Ukraine.®

Cross- Evolving capacities of children:
Children’s online experiences in Ukraine differ significantly depending on age,

cutting

developmental stage, emotional maturity, and level of digital exposure. Digital

34 The Juvenile Police of Ukraine; The Juvenile Police of Ukraine. Social Media Posts and National Police Website Article of
Carried Out Events on Digital Safety for Children and Youth; The Ministry of Internal Affairs of Ukraine. Instructions on the
Organization of the Work of the Juvenile Prevention Units of the National Police of Ukraine

35 European Commission. Action Plan Against Cyberbullying — “Safer online, stronger together”

36 Finn Church Aid Ukraine. Hybrid Threats Working Group ToR (2026)
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themes engagement is not static; rather, children gradually adopt new technologies, platforms,

and online behaviours as they grow older. Younger children are generally more
to dependent on parental guidance and use online platforms primarily for entertainment
consider and gaming, while adolescents increasingly rely on social media, messaging applications,
and online communities for communication, identity formation, emotional support, and
access to information.®’

Studies indicate that children aged approximately 10-15 represent a particularly
vulnerable group. This age period combines intensive digital engagement with still-
developing critical thinking, emotional regulation, and digital risk awareness. Adolescents
in this stage are more likely to encounter online grooming, peer pressure, cyberbullying,
manipulation, and harmful algorithmic content while simultaneously being less likely to
seek adult support.3®

Children’s understanding of online risks also evolves over time. Younger children may
struggle to recognize manipulation, privacy risks, or harmful contact, while older
adolescents may underestimate long-term consequences related to digital footprints,
online exploitation, or emotional manipulation. The evidence also suggests that many
children develop coping strategies independently, often through peer networks rather
than formal guidance from schools or adults.*

In the context of war, prolonged online exposure due to distance learning, displacement,
social isolation, and disrupted community life has accelerated children’s dependence on
digital environments. This makes age-sensitive approaches to digital safety particularly
important. Policies and educational interventions therefore need to reflect children’s
evolving capacities and provide differentiated support according to age, developmental
stage, and lived realities.*°

Gender Differences in Online Risks:

The available evidence indicates important gender differences in children’s online
experiences and exposure to risks, although comprehensive gender-disaggregated data
remains limited in Ukraine. Girls are more frequently exposed to online sexual
harassment, body image pressure, grooming, non-consensual sharing of intimate content,
and gender-based cyber violence. They may also experience higher levels of emotional
pressure related to social media visibility and online social validation.*'

Boys, on the other hand, may face greater exposure to aggressive online environments,
violent gaming communities, risky online challenges, extremist narratives, and wartime-
related recruitment attempts. In the Ukrainian wartime context, there are increasing
concerns regarding the online recruitment of adolescent boys into sabotage activities,

37 EU Kids Online 2020 Report; EU Kids Online — Reports and Findings

38 Finn Church Aid Ukraine. Needs and Risks in the Field of Digital Safety of Children and Adolescents in Ukraine; Dignity
Online. National study “Online Child Sexual Abuse and Online Child Sexual Exploitation in Ukraine”; EU Kids Online Final
Report

39 Wang, G. et al. Are Children Fully Aware of Online Privacy Risks and How Can We Improve Their Coping Ability?; EU Kids
Online 2020 Report

40 Finn Church Aid Ukraine. Needs and Risks in the Field of Digital Safety of Children and Adolescents in Ukraine; Dignity
Online. National study “Online Child Sexual Abuse and Online Child Sexual Exploitation in Ukraine”; UNICEF Ukraine — U-
Report findings on online fraud and misinformation risks

41 Finn Church Aid Ukraine. Needs and Risks in the Field of Digital Safety of Children and Adolescents in Ukraine; EU Kids
Online — Reports and Findings; ICF S.A. in association with SOS Children's Villages, Save the Children, Risk & Policy Analysts
Ltd. Laura Lundy, Cath Larkins. EU Children's Participation Platform Findings from the Consultation with Children on
Cyberbullying; UNICEF — Keeping Children Safe Online
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illegal tasks, or manipulative information campaigns coordinated through social media

and messaging platforms.*?

At the same time, gender norms may influence help-seeking behaviour and reporting
patterns. Girls may fear stigma, victim-blaming, or reputational damage, while boys may
be less likely to report emotional distress or online abuse due to social expectations
around masculinity and resilience. Existing policies and awareness campaigns only
partially address these gendered dimensions of online risk.*®

There is also limited evidence regarding the experiences of children from rural areas
and state institutions caring for children, LGBTQ+ adolescents and gender-diverse
children, despite evidence from international studies suggesting heightened exposure to
financial deprivation, lower access to education, higher need in emotional support,
cyberbullying, hate speech, exclusion, and mental health risks among these groups.**
Cultural and Social Norms:

Cultural attitudes, family structures, wartime realities, and broader social norms strongly
shape children’s digital experiences in Ukraine. Social media and online communication
are deeply integrated into children’s everyday lives, particularly following the expansion
of distance learning and digital communication during the COVID-19 pandemic and the
full-scale war.*®

At the same time, many adults continue to perceive online risks primarily as technical
issues rather than child protection, mental health, or social well-being concerns. Evidence
suggests that parents and educators often lack confidence discussing sensitive online
topics such as grooming, sexting, exploitation, online radicalization, or digital mental
health. In many cases, communication between children and adults about online
experiences remains limited or reactive rather than preventive.*

Family structures and wartime stress also affect supervision and support capacities.
Displacement, parental absence, economic hardship, military service, and psychological
distress reduce adults’ ability to consistently monitor children’s online activities or provide
emotional support regarding digital risks. As a result, many children navigate online
spaces with significant autonomy but limited guidance.*’

Social norms around bullying and emotional resilience may additionally contribute to
underreporting of online harm. Children often normalize cyberbullying, harassment, or
exposure to harmful content as part of ordinary online life. Many prefer to rely on peers

42 Finn Church Aid Ukraine. Needs and Risks in the Field of Digital Safety of Children and Adolescents in Ukraine; EU Kids
Online — Reports and Findings

43 |CF S.A. in association with SOS Children's Villages, Save the Children, Risk & Policy Analysts Ltd. Laura Lundy, Cath Larkins.
EU Children's Participation Platform Findings from the Consultation with Children on Cyberbullying; UNICEF — Keeping
Children Safe Online

44 EU Kids Online Final Report; OECD. How's Life in the Digital Age? Opportunities and Risks of the Digital Transformation for
People's Well-being

45 OECD. How's Life in the Digital Age? Opportunities and Risks of the Digital Transformation for People's Well-being

46 UNICEF Ukraine — How to Keep Your Child Safe Online; UNICEF Ukraine — Digital safety recommendations for parents

47 Finn Church Aid Ukraine. Needs and Risks in the Field of Digital Safety of Children and Adolescents in Ukraine; Dignity
Online. National study “Online Child Sexual Abuse and Online Child Sexual Exploitation in Ukraine”; UNICEF Ukraine — U-
Report findings on online fraud and misinformation risks
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rather than adults for support, partly because of fear of punishment, misunderstanding,
or restrictions on device access.*®

At the societal level, the war has also intensified exposure to propaganda, hostile
information campaigns, emotional polarization, and distrust in digital information
environments. This creates additional challenges for media literacy, critical thinking, and
trust-building among children and adolescents.*

The evidence suggests that child online safety in Ukraine cannot be addressed only
through technical solutions or awareness campaigns. Effective responses require broader
engagement with cultural attitudes, mental health, education systems, family dynamics,
and social trust.

48 Finn Church Aid Ukraine. Needs and Risks in the Field of Digital Safety of Children and Adolescents in Ukraine; ICF S.A. in
association with SOS Children's Villages, Save the Children, Risk & Policy Analysts Ltd. Laura Lundy, Cath Larkins. EU Children's
Participation Platform Findings from the Consultation with Children on Cyberbullying; EU Kids Online 2020 Report

49 UNICEF Ukraine — U-Report findings on online fraud and misinformation risks; UNICEF Ukraine — How to Make Online
Friendly for Children
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lll. Legal, policy and regulatory framework

This section reviews national laws, strategies, policies, and action plans in the same areas as listed

above for the legal framework.

Existence & Scope of Policies

Ukraine currently does not have a standalone comprehensive national strategy dedicated specifically to
child online safety or digital well-being of children. However, child online safety issues are increasingly
integrated into broader digital transformation, education, cybersecurity, child protection, and media literacy
policies. Existing approaches are fragmented across multiple sectors and institutions rather than
consolidated into a single unified framework.

There is a National Strategy on Creating a Barrier-Free Environment in Ukraine through 2030 adopted
by the Government of Ukraine which contains a chapter dedicated to digital barrier-free environment.
The chapter is mostly focused on improving access to internet across whole Ukraine and improving
digital literacy issues. The Strategy doesn’t contain specific details on how to achieve those goals, and
doesn't refer to digital barrier-free environment for children, but it serves mostly as a declarative document
describing the issues generally and outlining tasks for future developments.®

Several state institutions address online child safety within their respective mandates. The Ministry of
Digital Transformation of Ukraine promotes digital literacy and online safety through initiatives such as
Diia Education, while the Ministry of Education and Science integrates certain elements of digital
competence, media literacy, and safe internet use into educational reforms and distance learning policies.
The Juvenile Prevention Department of the National Police of Ukraine also conducts awareness
campaigns and prevention activities related to cyberbullying, online exploitation, and online safety for
children and parents.®

The Ministry of Youth and Sport contributes to digital safety of youth in Ukraine through its digital safety
unit by developing normative documents and guidelines, implementing the National Strategy on Creating
a Barrier-Free Environment in Ukraine through 2030 (including the digital barrier-free environment) and
participating in initiatives which unite relevant stakeholders. The work of the Ministry for the digital pillar
is focused on improving young people's digital skills and ensuring access to the next generation of digital
infrastructure in the framework of the National Youth Strategy Through 2030; and the use of flexible
tools, including digital solutions, the development of youth work, and strengthening the role of non-formal
education, and the advancement of digitalization in youth work and the strengthening of information and
awareness-raising activities in the framework of the State Targeted Social Programme “Youth of Ukraine:
Generation of Resilience - 2030”.52

50 The National Strategy for Creating a Barrier-Free Environment in Ukraine through 2030

51 The Ministry of Digital Transformation is launching interactive online safety simulators for children, teenagers, and their
parents; The Ministry of Digital Transformation. Combating Misinformation and Protecting Children: What New
Recommendations Has Ukraine Developed for Social Media Platforms for the Council of Europe?; The Ministry of Digital
Transformation. Protecting Children in the Digital Environment: Recommendations for Government Agencies; The Ministry of
Digital Transformation. Protecting Children in the Digital Environment: Recommendations for Industries; Diia.Osvita. Digital
Platform; The Ministry of Education and Science. Order No. 103 “On the Approval of Methodological Recommendations
Regarding Methods for Filtering Internet Access and Countering Harmful Content in Educational Institutions”; The Ministry of
Education and Science. Safety of Children in the Internet; The Juvenile Police of Ukraine; The Juvenile Police of Ukraine. Social
Media Posts and National Police Website Article of Carried Out Events on Digital Safety for Children and Youth; The Ministry
of Internal Affairs of Ukraine. Instructions on the Organization of the Work of the Juvenile Prevention Units of the National
Police of Ukraine

52 The National Strategy for Creating a Barrier-Free Environment in Ukraine through 2030; The Ministry of Youth and Sport.
Guidelines and Referrals for Barrier-Free Environment in Youth Work; The Ministry of Youth and Sport. Implementation of
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For the Ministry of Education and Science of Ukraine, children’s digital safety is one of the top priorities,
governed by strategies, concepts, and recent regulatory orders. Unlike the general strategy for
accessibility, the Ministry documents contain specific technical and pedagogical requirements for protecting
students online.

Key documents are divided into three levels:

1. The Ministry sector-specific orders and methodological recommendations. These are the most recent
practical documents that require schools to take action immediately: The Ministry’'s Order No. 103 of
January 26, 2026, “On the Approval of Methodological Recommendations Regarding Methods for Filtering
Internet Access and Countering Harmful Content in Educational Institutions.” It was developed jointly with
the Ministry of Digital Transformation, the Security Service of Ukraine, the Cyber Police, and the State
Special Communications Service. The document requires schools to establish a multi-level traffic filtering
system: at the ISP level-blocking dangerous websites; at the router level-activating free DNS filtering
with parental controls; at the device level-mandatory activation of the “SafeSearch” feature on Google,
Bing, and YouTube on all school computers and tablets. The Ministry of Education and Science issued
these recommendations directly in accordance with the National Strategy for Creating a Barrier-Free
Environment (in line with the government’s action plan). Thus, the Ministry of Education and Science
has integrated children’s cybersecurity into the overall framework of digital accessibility.>

2. Strategies and Concepts of the Cabinet of Ministers and the Ministry of Education and Science:
Concept of Digital Hygiene for Preschool-Aged Children: this concept assigns the Ministry of Education
and Science the responsibility of implementing online safety rules starting in preschool; Strategy for the
Digitalization of Education and Science: this strategy aims to develop digital competencies among
teachers and students; online safety (combating cyberbullying, recognizing harmful content and
misinformation) is a mandatory cross-cutting element of this strategy.>*

3. Assessment of Education Quality: the State Service for Education Quality (which reports to the Ministry
of Education and Science) has officially included students’ digital safety among the criteria for evaluating
schools. The handbook for school principals, “The Principal's ABCs,” clearly states that a school is
considered safe only when the risks of cyberbullying, online fraud, and children’s access to age-
inappropriate content are minimized. For practical activities with students, the Ministry of Education and
Science and the State Service for Educational Quality recommend interactive tools such as the quest
game “Hyena Hygiene and the Netmare Quest” or the educational platform “CyberTeens”.%®

Ukraine’s broader digital and cybersecurity policies indirectly address child online safety, particularly in
the context of misinformation, cyber threats, and digital resilience during wartime. Child protection actors,

the National Strategy for Creating a Barrier-Free Environment; The Ministry of Youth and Sport. Safe Internet: International
Experience and Solutions for Ukraine; The Cabinet of Ministers of Ukraine. Resolution on the State Targeted Social
Programme “Youth of Ukraine: Generation of Resilience —2030”; The President of Ukraine. Decree on National Youth
Strategy Through 2030

53 The Ministry of Education and Science. Order No. 103 “On the Approval of Methodological Recommendations Regarding
Methods for Filtering Internet Access and Countering Harmful Content in Educational Institutions”; The Ministry of
Education and Science. Safety of Children in the Internet; The Cabinet of Ministers of Ukraine. Action Plan for 2025-2026 to
Implement the National Strategy for Creating a Barrier-Free Environment in Ukraine through 2030; The Cabinet of Ministers
of Ukraine. Resolution on the Establishment of the Barrier-Free Council

54 The Cabinet of Ministers of Ukraine. Security Concept for Educational Institutions; The Cabinet of Ministers of Ukraine.
The Concept of Digital Hygiene for Preschool-Aged Children; The Cabinet of Ministers of Ukraine. The Strategy for the Digital
Development of Innovation in Ukraine through 2030

55 The State Service for Education Quality. “The ABCs for School Principals” (Second Edition); The State Service for Education
Quiality. Digital security is an important component of the education quality assurance system; The State Service for
Education Quality. Digital Solutions for Educational Quality and the School of the Future; Educational Platform
“CyberTeens”; Diia.Osvita. Quest Game “Hyena Hygiene and the Netmare Quest”
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including UNICEF, FCA, civil society organizations, and Child Protection and Education Clusters,
increasingly incorporate digital safety into humanitarian and psychosocial programming.

The overall programming of the CSO ‘Dignity Online’ and FCA-led “Digital Shield Ukraine” initiative and
the planned Hybrid Threats Working Group also represent important emerging coordination mechanisms
focusing specifically on digital risks affecting children and adolescents. According to the ToR, the Working
Group aims to strengthen coordination, evidence-sharing, policy advocacy, referral mechanisms, and
capacity-building related to online child protection and hybrid threats.

Existing policies partially cover key risk areas, including cyberbullying, online exploitation, harmful content,
digital literacy, misinformation, and child protection online. However, coverage remains uneven and
fragmented. While cyberbullying and online harassment receive increasing policy attention, areas such
as Al-generated harmful content, deepfakes, algorithmic manipulation, influencer marketing targeting
children, gaming-related risks, online recruitment, and platform accountability remain insufficiently regulated
or operationalized in practice.

Ukraine’s policy discussions are increasingly influenced by European regulatory developments, particularly
the Digital Services Act, Better Internet for Kids framework, and the EU Action Plan Against Cyberbullying,
which emphasize platform accountability, age verification, reporting systems, Al transparency, and digital
well-being.

Implementation, Monitoring, Evaluation & Reporting

Implementation of online child safety measures in Ukraine remains uneven and strongly dependent on
donor-funded initiatives, humanitarian actors, civil society organizations, and international support. Existing
state institutions face capacity constraints related to funding, staffing, digital expertise, and coordination
mechanisms, particularly in the context of the ongoing war.

Although resources for digital literacy and online safety initiatives exist, they are often project-based and
concentrated in specific regions or sectors. Programs implemented by UNICEF, NGOs, and state actors
contribute significantly to awareness-raising, digital education, psychosocial support, and child protection
responses, but long-term sustainable financing remains limited.

There are currently no comprehensive nationwide monitoring systems specifically dedicated to child online
safety. Existing monitoring mechanisms tend to focus on general cybercrime, bullying, or child protection
indicators rather than systematically tracking children’s online experiences, harmful content exposure,
grooming, digital mental health risks, or online recruitment. Evidence collection remains fragmented
between ministries, law enforcement, NGOs, schools, and humanitarian actors.

Each ministry is required to publicly report on the implementation of its action plans. Monitoring takes
place both at the national level (through the Council on Accessibility) and within individual agencies (the
Ministry of Education and Science, the Ministry of Youth and Sports). All reports are published and freely
available on the official websites of government agencies.

1. Monitoring of the National Barrier-Free Strategy. Implementation of this strategy is overseen by the
Accessibility Council, chaired by the Prime Minister of Ukraine and with the participation of the First
Lady. The Cabinet of Ministers of Ukraine approves biennial plans (the Action Plan for 2025-2026 is
currently in effect). Each ministry fills out special digital monitoring forms on a quarterly and annual
basis, indicating the status as “Completed,” “In Progress,” or “Not Started.” A consolidated document -
a report on the results of implementing the National Accessibility Strategy - is published by the Ministry
of Community and Territorial Development. Individual ministries publish their own sections of the report.®®

56 The National Strategy for Creating a Barrier-Free Environment in Ukraine through 2030; The Cabinet of Ministers of
Ukraine. Action Plan for 2025-2026 to Implement the National Strategy for Creating a Barrier-Free Environment in Ukraine
through 2030; The Cabinet of Ministers of Ukraine. Resolution on the Establishment of the Barrier-Free Council; The
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2. The Ministry of Youth and Sports reports on the implementation of accessibility measures (including
measures related to digital safety and media literacy) in a dedicated section. The ministry tracks the
number of training sessions conducted, the amount of grants allocated, and the number of young people
involved. On the official website, in the special section “Implementation of the National Strategy for
Creating a Barrier-Free Environment.”’

3. Monitoring and verification of Ministry of Education and Science documents (school safety). Stricter
practical tools have been developed to monitor how schools are actually implementing digital safety and
internet filtering. Mechanism 1 (Internal): The “Express Assessment’ tool, created by the Ministry of
Education and Science in collaboration with UNICEF, allows the administration of each school to
independently monitor the school’s safety level (including protection against digital risks). Mechanism 2
(External): An institutional audit conducted by the State Service for the Quality of Education of Ukraine.
Auditors visit schools and physically verify whether SafeSearch and restrictions on access to harmful
content have been configured on computers in accordance with the Ministry’s Order No. 103. The results
of school evaluations and nationwide analytical reports on the monitoring of educational quality and
safety are published on the official website of the State Service for Educational Quality of Ukraine.®®
Monitoring tools have been created and are in use, but they track only the formal implementation of
plans rather than the actual level of protection for children. The system needs to shift from focusing on
the “number of lectures conducted” to measuring young people’s actual digital skills.

Evaluation of policy effectiveness is also limited. Most initiatives rely on project-level assessments rather
than unified national monitoring frameworks. There is no centralized national reporting system that
consistently captures online risks affecting children across sectors.

Policies and initiatives are updated periodically, particularly in response to wartime digital threats,
cybersecurity concerns, and evolving European standards. However, policy adaptation often remains
reactive rather than proactive. Rapid technological changes, Al developments, new social media trends,
and evolving platform ecosystems frequently outpace regulatory and institutional responses.

The EU Action Plan Against Cyberbullying highlights the importance of regular monitoring, comparable
data collection, child participation, and coordinated reporting systems, including online safety applications
and platform accountability measures. Ukraine may increasingly align with these approaches as part of
broader European integration processes.*®

Gaps & Emerging Challenges

Significant gaps remain within Ukraine’s legal and policy framework on child online safety. One of the
major limitations is the absence of a unified, child-centred national online safety strategy integrating
education, child protection, digital governance, mental health, law enforcement, and platform accountability.
Existing policies only partially address emerging digital risks. Current frameworks remain relatively weak
regarding: Al-generated harmful content and deepfakes; algorithmic amplification of harmful content;
influencer marketing targeting children; addictive platform design; gaming-related exploitation; privacy and
data monetisation; online recruitment into harmful or illegal activities; mental health impacts of prolonged
digital exposure.

Ministry of Community and Territorial Development of Ukraine. 2025 Report on the Results of Implementing the National
Strategy for Creating a Barrier-Free Environment in Ukraine for the Period Through 2030; The Ministry of Community and
Territorial Development of Ukraine. Report on the Implementation of the National Strategy for Creating a Barrier-Free
Environment in Ukraine

57 The Ministry of Youth and Sport. Implementation of the National Strategy for Creating a Barrier-Free Environment; The
Ministry of Youth and Sport. Guidelines and Referrals for Barrier-Free Environment in Youth Work

58 The Ministry of Education and Science. Order No. 103 “On the Approval of Methodological Recommendations Regarding
Methods for Filtering Internet Access and Countering Harmful Content in Educational Institutions”

59 European Commission. Action Plan Against Cyberbullying — “Safer online, stronger together”
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The wartime environment further complicates these challenges. Ukrainian children face hybrid threats

that combine misinformation, psychological manipulation, propaganda, online recruitment, and exploitation
through digital platforms, particularly Telegram and other messaging applications. There is growing
concerns regarding online recruitment and manipulation of adolescents in the context of war.

Another major gap concerns implementation and coordination. Responsibilities for child online safety are
distributed across multiple institutions without a fully operational integrated coordination mechanism.
Referral pathways for online harm incidents remain inconsistent, while schools, parents, psychologists,
and law enforcement often lack standardized protocols for responding to grooming, cyberbullying,
sextortion, or digital trauma.

The legal framework also does not yet fully incorporate mechanisms for regular review and adaptation
to rapidly evolving technologies and digital behaviours. While some policy updates occur through
cybersecurity reforms or European integration processes, there is no dedicated national mechanism for
systematically assessing emerging online risks affecting children.

Monitoring tools have been developed and are being used; however, they primarily track the formal
implementation of action plans rather than actual improvements in child protection outcomes. The focus
should shift from measuring outputs, such as the number of lectures delivered, to assessing the digital
competencies and online safety skills acquired by young people.

The EU Action Plan Against Cyberbullying increasingly emphasizes dynamic and adaptive approaches,
including periodic policy reviews, Al transparency obligations, safer-by-design platform principles, age
assurance mechanisms, and child participation in policy development. These areas remain
underdeveloped in Ukraine’s current framework.®

The children’s own voices remain insufficiently represented in policy design and evaluation processes.
Existing evidence suggests that children’s experiences, coping strategies, and digital realities are often
poorly reflected in institutional responses, despite the rapidly changing nature of online environments and
youth digital culture.

Ukraine currently does not have a dedicated and comprehensive legal
framework specifically regulating age assurance systems for online services
used by children. Existing legislation and policies do not clearly distinguish
between age verification and age estimation mechanisms, nor do they
establish detailed technical standards regarding proportionality, accuracy,
privacy protection, or data minimisation in age assurance processes.

Age Assessment There are also no comprehensive national standards regulating the use of
(Verification & biometric data for age estimation technologies. Discussions around age
assurance increasingly emerge in the context of European Union regulatory
developments, including the Digital Services Act and the EU Action Plan

Estimation)

Against Cyberbullying, but these approaches are not yet fully reflected in
Ukrainian legislation.®’

Certain high-risk online services, including gambling and adult content
platforms, are formally age-restricted under Ukrainian law. However,
enforcement mechanisms remain inconsistent, and effective age verification
practices are limited in practice. Children can often bypass restrictions

60 European Commission. Action Plan Against Cyberbullying — “Safer online, stronger together”
61 European Commission. The Digital Services Act; European Commission. Action Plan Against Cyberbullying — “Safer online,
stronger together”
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relatively easily, particularly on international digital platforms and social media
services.

There is also no unified legal requirement obliging digital providers to
implement age-appropriate default privacy and safety settings for children.
Some global platforms voluntarily introduce child safety settings, but
implementation depends largely on company-level policies rather than
Ukrainian legal obligations.

Ukraine criminalises online sexual exploitation of children, child sexual abuse
materials, coercion, and certain forms of grooming-related behaviour through
broader criminal law provisions related to child exploitation and cybercrime.
However, legal terminology and operational frameworks do not always fully
reflect the evolving realities of online grooming, digital coercion, sextortion,
and technology-facilitated exploitation.5?

Cyberbullying is increasingly recognised within educational and child
protection frameworks. Amendments to Ukrainian legislation addressing
bullying in educational settings also indirectly apply to online harassment
among children. Nevertheless, legal definitions and enforcement mechanisms
remain limited when addressing cyberbullying occurring outside school
environments or across international platforms.

Reporting and removal obligations for online platforms remain

Contact & Conduct
Risks

underdeveloped in Ukrainian legislation compared to evolving EU standards.
Most content moderation and reporting systems are governed by platforms’
internal policies rather than national legal requirements. There are no
comprehensive mandatory obligations for platforms regarding child-focused
risk assessments, rapid harmful content removal, or transparency reporting.
Support systems exist but are fragmented. Children and families can access
support through the Juvenile Prevention Department of the National Police,
child helplines, school psychologists, NGOs, humanitarian actors and national
hot-lines (which are mostly focused on broader issues rather than online
harms particularly).

Cross-border jurisdiction remains a major challenge. Harmful online
interactions, grooming, and exploitation frequently occur through international
platforms operating outside Ukrainian jurisdiction. This complicates
investigation, evidence collection, and enforcement, particularly during
wartime conditions.

Ukraine has certain legal restrictions regarding children’s exposure to
Content Risks pornography, violent content, and harmful materials, primarily through
media, broadcasting, and child protection legislation. However, these
frameworks were largely developed before the rapid expansion of

62 The Criminal Code of Ukraine
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algorithm-driven social media ecosystems and therefore only partially
address current online realities.

There are no comprehensive child-specific content moderation obligations
imposed on digital platforms under Ukrainian law. Most moderation systems
depend on platform-level rules and international standards rather than
national regulation. As a result, harmful content exposure remains
widespread, particularly on Telegram, TikTok, YouTube, and gaming-related
platforms.

Algorithmic recommendation systems are not yet comprehensively regulated
in relation to risks posed to children. Existing legislation does not explicitly
address how recommendation algorithms amplify harmful, addictive, violent,
manipulative, or emotionally distressing content targeting minors.

Ukraine also lacks a unified online content classification and labelling system
adapted to digital platforms and social media environments. Children
therefore often encounter harmful content without clear warnings, age
categorisation, or protective filtering mechanisms.

The rapid spread of Al-generated content, misinformation, deepfakes, and
emotionally manipulative short-form content creates additional regulatory
challenges insufficiently covered under current legal frameworks.®

Ukraine has general personal data protection legislation aligned partially with
European standards, but child-specific protections related to targeted
advertising, profiling, behavioural tracking, and manipulative digital design
remain underdeveloped.

There are no comprehensive legal prohibitions specifically addressing “dark
patterns” or manipulative design practices targeting children. Regulation of
in-app purchases, gaming monetisation systems, loot-box mechanics, and
influencer marketing aimed at minors remains limited. There is almost no
Consumer Risks limitation to create online wallets and bank accounts for online using for
children under 14 years old.

Children’s data is widely collected through social media, gaming platforms,
educational technologies, and digital services, often without meaningful
understanding or informed consent from children or parents. Current
legislation does not fully regulate algorithmic profiling or behavioural
advertising directed at minors.

Children affected by displacement, trauma, low digital literacy, or prolonged
unsupervised internet use may be particularly vulnerable to commercial
exploitation, scams, manipulative advertising, and monetisation systems.64

63 Finn Church Aid Ukraine. Needs and Risks in the Field of Digital Safety of Children and Adolescents in Ukraine; Dignity
Online. National study “Online Child Sexual Abuse and Online Child Sexual Exploitation in Ukraine”
64 Finn Church Aid Ukraine. Needs and Risks in the Field of Digital Safety of Children and Adolescents in Ukraine
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Ukraine’s legal framework does not yet comprehensively regulate Al systems
interacting with children. Existing legislation contains no detailed provisions
specifically addressing: Al-generated harmful content; deepfakes involving
children; Al-enabled grooming or manipulation; automated recommendation
systems; emotional Al targeting children.

Al-Related Risks There are also currently no mandatory child-focused risk assessments
required for Al systems or platforms affecting children.

The rapid development of generative Al significantly increases risks related
to misinformation, identity manipulation, non-consensual image creation,
cyberbullying, and psychological harm. Ukrainian policy discussions
increasingly reference European Al governance approaches, but practical
implementation remains limited.®®

Digital literacy and online safety are increasingly integrated into Ukrainian
educational discussions and reform processes, particularly through the
Ministry of Digital Transformation’s Diia Education initiatives and media
literacy components promoted within the education sector.®®

However, online safety and digital well-being are not yet systematically
integrated into a comprehensive nationwide curriculum adapted to children’s
age groups and wartime digital realities. Existing initiatives remain
Digital Lieracy fragmented and frequently depend on donor-funded or NGO-led
programming.

Teachers receive limited specialised training on responding to cyberbullying,
online grooming, digital trauma, misinformation, or harmful online behaviour.
Many educators report insufficient practical guidance and institutional support.
Awareness campaigns for parents and caregivers exist through NGOs,
UNICEF, law enforcement bodies, and state initiatives, but they are not
legally mandated or systematically implemented nationwide.

Ukraine’s legal framework provides general protections against identity theft
and unlawful use of personal data. However, child-specific privacy protections
remain limited in practice.

Identity & Privacy There are currently no clear legal provisions specifically addressing parental
(Sharenting, Digital oversharing (“sharenting”), despite increasing concerns regarding children’s
long-term digital footprints, privacy violations, and exposure of personal

Footprint)

information online.

The legal framework also does not comprehensively address long-term
harms related to children’s digital identities, reputational risks, or future
consequences of permanent online exposure.

65 European Commission. Action Plan Against Cyberbullying — “Safer online, stronger together”
66 Diia.Osvita. Digital Platform
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Ukraine’s wartime context makes misinformation, propaganda, and hybrid
threats particularly significant issues affecting children and adolescents.
National cybersecurity and information security policies increasingly address
hostile information campaigns and digital resilience, but child-specific
safeguards remain limited.

Misinformation & . . e

There are currently no dedicated legal mechanisms specifically focused on
Disinformation protecting children from targeted disinformation campaigns or manipulative
online narratives aimed at minors.

The Hybrid Threats Working Group represents an important emerging
initiative aiming to strengthen coordination and responses related to digital
manipulation, online recruitment, misinformation, and hybrid threats

affecting children and youth.®’

Technology-facilitated gender-based violence affecting children is not
comprehensively addressed through dedicated legal provisions in Ukraine.
Existing criminal law may apply to certain forms of harassment, exploitation,
blackmail, or non-consensual content sharing.®®

Technology- . i ; . o ] )
Gender and intersectional risks are insufficiently reflected in policy

Facilitated Gender: frameworks and monitoring systems. Girls face heightened exposure to
Based Violence sexual harassment, grooming, body image pressure, and non-consensual
image sharing, while LGBTQ+ adolescents may experience elevated
cyberbullying and hate speech risks.

Specialised support services for victims remain limited and unevenly

accessible across regions, particularly in conflict-affected areas.

Ukraine currently lacks comprehensive legal obligations requiring providers
to implement “safety by design” or “privacy by default” principles specifically
for children.

Platforms are not legally required to conduct child-specific risk assessments,
Online Safety by publish transparency reports on harmful content affecting minors, or
Design (Platform systematically report child safety incidents. Most platform accountability
mechanisms rely on voluntary compliance with international standards rather

Responsibility)

than enforceable national obligations.
Children’s participation in policy design and consultation processes remains
limited. Although some NGO-led and international initiatives increasingly
incorporate children’s perspectives, institutional mechanisms for systematic
child participation are underdeveloped.

67 Finn Church Aid Ukraine. Hybrid Threats Working Group ToR
68 The Criminal Code of Ukraine
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Sanctions for non-compliance related specifically to child online safety remain
limited and fragmented across different legal domains.

Enforcement bodies, including law enforcement agencies and child protection
institutions, operate under significant wartime pressure and resource
limitations. Capacity challenges include staffing, technical expertise, digital
investigation capabilities, and coordination mechanisms.

Sanctions against companies related to child online safety violations are
relatively weak compared to evolving European standards. There are no
Enforcement & strong dissuasive penalties specifically targeting platform failures regarding
child protection online.

Remedies

Children and guardians may report certain online harms to law enforcement,
schools, helplines, or NGOs, but complaint systems remain fragmented and
often difficult to navigate. Many children are reluctant to report incidents due
to fear, stigma, distrust, or concerns about losing internet access.®

Fast-track procedures for harmful content removal are limited and largely
dependent on platform-specific moderation systems rather than nationally

regulated child protection mechanisms.

8 Finn Church Aid Ukraine. Needs and Risks in the Field of Digital Safety of Children and Adolescents in Ukraine; SOS
Children’s Villages Ukraine. Ctrl+SAFE Project Digital Safety and Online Well-Being Survey of children - Ukraine Results
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IV. Key Actors

Main stakeholders playing a crucial role on child online safety and well-being.

Institutional & Administrative Framework

Responsibility for child online safety in Ukraine is distributed across multiple ministries, state institutions,
law enforcement bodies, and humanitarian actors. However, there is currently no single centralized
institution solely responsible for coordinating child online safety policy at the national level. Several
ministries and institutions play important roles within their respective mandates.

The Cabinet of Ministers of Ukraine provides the overarching policy and coordination framework for
issues related to digital transformation, education, child protection, accessibility, and online safety. It
adopts national strategies, concepts, and action plans that indirectly address children's digital well-being,
including the National Strategy on Creating a Barrier-Free Environment, the Concept of Digital Hygiene
for Preschool-Aged Children, and digital development policies. The Cabinet also oversees interministerial
coordination and monitoring mechanisms, although responsibilities for child online safety remain distributed
across multiple institutions rather than being centralized within a single coordinating body.”

The Ministry of Digital Transformation of Ukraine is one of the key actors responsible for digital literacy,
digital governance, and public awareness initiatives, including Diia Education programs related to online
safety and media literacy. ”’

The Ministry of Education and Science of Ukraine integrates aspects of digital competence, media
literacy, and safe internet use into educational reforms, distance learning policies, and school-level
initiatives.”?

The National Police of Ukraine, particularly the Juvenile Prevention Department and cybercrime units, is
responsible for responding to cyberbullying, online exploitation, grooming, and online offences involving
children. The Ombudsman’s Office and child protection authorities also contribute to broader child rights
protection in digital environments.”®

The Ministry of Youth and Sport of Ukraine contributes to children's and young people's digital safety
through youth policy, digital inclusion, non-formal education, and awareness-raising initiatives. The Ministry
promotes the development of digital skills, supports youth work in digital environments, and implements
measures under the National Youth Strategy through 2030 and the State Targeted Social Programme
“Youth of Ukraine: Generation of Resilience - 2030”. It also contributes to the implementation of the

70 The Cabinet of Ministers of Ukraine. Action Plan for 2025-2026 to Implement the National Strategy for Creating a Barrier-
Free Environment in Ukraine through 2030; The Cabinet of Ministers of Ukraine. Resolution on the Establishment of the
Barrier-Free Council; The Cabinet of Ministers of Ukraine. Resolution on the State Targeted Social Programme “Youth of
Ukraine: Generation of Resilience —2030”; The Cabinet of Ministers of Ukraine. Security Concept for Educational
Institutions; The Cabinet of Ministers of Ukraine. The Concept of Digital Hygiene for Preschool-Aged Children; The Cabinet
of Ministers of Ukraine. The Strategy for the Digital Development of Innovation in Ukraine through 2030

71 The Ministry of Digital Transformation is launching interactive online safety simulators for children, teenagers, and their
parents; The Ministry of Digital Transformation. Combating Misinformation and Protecting Children: What New
Recommendations Has Ukraine Developed for Social Media Platforms for the Council of Europe?; The Ministry of Digital
Transformation. Protecting Children in the Digital Environment: Recommendations for Government Agencies; The Ministry
of Digital Transformation. Protecting Children in the Digital Environment: Recommendations for Industries; Diia.Osvita.
Digital Platform

72 The Ministry of Education and Science. Order No. 103 “On the Approval of Methodological Recommendations Regarding
Methods for Filtering Internet Access and Countering Harmful Content in Educational Institutions”; The Ministry of
Education and Science. Safety of Children in the Internet

73 The Juvenile Police of Ukraine; The Juvenile Police of Ukraine. Social Media Posts and National Police Website Article of
Carried Out Events on Digital Safety for Children and Youth; The Ministry of Internal Affairs of Ukraine. Instructions on the
Organization of the Work of the Juvenile Prevention Units of the National Police of Ukraine
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National Strategy on Creating a Barrier-Free Environment, including its digital accessibility component,
and engages young people through training, grants, and participation initiatives related to digital literacy
and responsible online behaviour.”*
The State Service of Ukraine for Children's Affairs plays an important role in the broader child protection
system and contributes to safeguarding children's rights in digital environments. Although it is not a
specialized online safety institution, the Service is responsible for coordinating child protection measures,
supporting vulnerable children, and facilitating cooperation between social services, local authorities, and
other protection actors. Its mandate is particularly relevant in cases where online risks intersect with
child welfare concerns, exploitation, violence, neglect, or the protection needs of vulnerable groups.75
The All-Ukrainian Online School is Ukraine's national digital learning platform providing students, teachers,
and parents with access to educational resources, online lessons, and distance learning opportunities.
From a child online safety perspective, the platform offers a structured, moderated, and age-appropriate
educational environment that helps reduce exposure to harmful online content while promoting responsible
digital behaviour. The platform supports the development of digital literacy, privacy awareness, critical
thinking, and safe online navigation skills. It also contributes to educational continuity and psychosocial
well-being, particularly for children affected by displacement, crisis, or disruptions to regular schooling.”®
Additional actors include:

e Ministry of Social Policy, Family and Unity of Ukraine;

e State Service of Special Communications and Information Protection;

e National Council on Television and Radio Broadcasting;

e data protection and cybersecurity authorities;

e local governments;

e international organizations;

o digital service providers (EPAM, Google, etc.)

e NGOs and humanitarian actors.”’
Responsibilities related to data protection, telecommunications, platform governance, and child protection
online are partially outlined across different legislative and institutional frameworks. However, mandates
remain fragmented and overlapping in practice, particularly regarding:

e online harmful content;

e algorithmic risks;

e social media platform accountability;

e online recruitment;

e Al-related harms.
There is increasing evidence of inter-agency cooperation, particularly since the escalation of the full-
scale war. Official reports and project documentation demonstrate growing collaboration between
ministries, UNICEF, NGOs, humanitarian actors, law enforcement, and educational stakeholders regarding
digital literacy, cyberbullying prevention, media literacy, and child protection online.

74 The National Strategy for Creating a Barrier-Free Environment in Ukraine through 2030; The Ministry of Youth and Sport.
Guidelines and Referrals for Barrier-Free Environment in Youth Work; The Ministry of Youth and Sport. Implementation of
the National Strategy for Creating a Barrier-Free Environment; The Ministry of Youth and Sport. Safe Internet: International
Experience and Solutions for Ukraine; The Cabinet of Ministers of Ukraine. Resolution on the State Targeted Social
Programme “Youth of Ukraine: Generation of Resilience —2030”; The President of Ukraine. Decree on National Youth
Strategy Through 2030

7> The State Service of Ukraine for Children's Affairs

76 All-Ukrainian Online School

77 Ministry of Social Policy, Family and Unity of Ukraine; State Service of Special Communications and Information
Protection National Council on Television and Radio Broadcasting
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The Hybrid Threats Working Group represents an important emerging coordination initiative aimed at
strengthening cooperation between:

e child protection actors;

e education stakeholders;

e digital safety specialists;

e civil society organizations;

e law enforcement;

o digital service providers;

e humanitarian partners.
According to the ToR, the Working Group intends to support evidence-sharing, coordination, referral
pathways, advocacy, and policy dialogue related to online child protection and hybrid threats affecting
children and adolescents.”

Policy Coherence & Coordination

Policy coordination across sectors in Ukraine remains partial. Child online safety intersects with multiple
policy domains, including:

e education;

e digital transformation;

e cybersecurity;

e child protection;

e media literacy;

e justice;

e mental health;

e humanitarian response.
As a result, responsibilities are spread across numerous actors without a fully operational unified
coordination mechanism.
The Ministry of Digital Transformation and the Ministry of Education and Science are among the most
visible institutional actors addressing digital literacy and online safety. Law enforcement bodies focus
primarily on cybercrime and exploitation, while humanitarian and civil society actors address psychosocial
support, awareness-raising, safeguarding, and child protection pillars.
Although collaboration between stakeholders has increased considerably during the war, coordination
often remains project-based rather than institutionalized. International organizations and NGOs frequently
act as bridging actors between government structures, schools, communities, and humanitarian systems.
Existing strategies and policies only partially define institutional roles and responsibilities, particularly
regarding:

e platform accountability;

e online harmful content;

e Al-related risks;

e digital mental health;

e online recruitment and hybrid threats;

o referral systems.
One of the recurring gaps identified is the absence of a centralized referral and coordination mechanism
linking:

e schools;

e child protection services;

78 Finn Church Aid Ukraine. Hybrid Threats Working Group ToR
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e law enforcement;

e mental health support;

o digital service providers;

e NGOs.
The planned Hybrid Threats Working Group may partially address this gap by creating a cross-sector
coordination platform focused on digital risks affecting children in wartime Ukraine.
Policy coherence is additionally challenged by the rapidly evolving nature of online risks and digital
technologies. Regulatory approaches often lag behind platform developments, Al systems, new forms of
manipulation, and rapidly changing youth online behaviour.

Role of Parents & Caregivers

Parents and caregivers are widely recognized across Ukrainian and international evidence as essential
actors in child online safety. Existing awareness campaigns, NGO programs, UNICEF initiatives, Diia
Education materials, and school-based activities increasingly target parents as key partners in prevention,
digital literacy, and emotional support.

However, there are many parents feeling insufficiently prepared to address modern digital risks affecting
children. Parents often report: limited digital literacy; low awareness of platform dynamics; uncertainty
regarding privacy and safety settings; difficulty discussing sensitive online experiences; lack of confidence
responding to grooming, sexting, cyberbullying, or misinformation.

The wartime context further complicates parental involvement. Displacement, stress, economic hardship,
military service, trauma, and disrupted family structures reduce parents’ ability to consistently supervise
or support children’s online experiences.

At the same time, many parents continue to rely primarily on restrictive approaches, such as limiting
screen time or confiscating devices, rather than building open communication and trust regarding online
risks. Fear of punishment or restrictions often discourages children from reporting harmful online
experiences to adults.”®

Although awareness initiatives exist, some nationwide legally mandated programs systematically building
parental capacities on online child safety such as All-Ukrainian Online School and Diia Osvita (Diia
Education) are partially visible and lack developed materials on digital safety and online well-being.®

Children & Young People
Children and young people are increasingly recognized as important stakeholders in discussions around
digital safety, although their direct participation in policy-making remains limited in practice.
Recent FCA, Dignity Online researches and the Ctrl+SAFE survey are important examples of initiatives
that actively collected children’s perspectives on online risks, harmful content, cyberbullying, online
interactions, and coping strategies. These consultations demonstrate that children possess valuable insight
into emerging digital trends, platform dynamics, peer behaviour, and online vulnerabilities.®'
However, formal mechanisms for systematically consulting children on child online safety policies remain
underdeveloped in Ukraine. Children’s participation is still largely project-based and driven by NGOs,
humanitarian actors, or international organizations rather than institutionalized government structures.
Several barriers limit meaningful participation of children and adolescents, including:

e lack of child-friendly consultation mechanisms;

79 Finn Church Aid Ukraine. Needs and Risks in the Field of Digital Safety of Children and Adolescents in Ukraine

80 All-Ukrainian Online School; Diia.Osvita. Digital Platform

81 SOS Children’s Villages Ukraine. Ctrl+SAFE Project Digital Safety and Online Well-Being Survey of children - Ukraine
Results; Dignity Online. National study “Online Child Sexual Abuse and Online Child Sexual Exploitation in Ukraine”; Finn
Church Aid Ukraine. Needs and Risks in the Field of Digital Safety of Children and Adolescents in Ukraine
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e limited trust in institutions;

e fear of adult judgment or punishment;

e unequal digital access;

e social stigma around discussing online harm;

e insufficient recognition of children as rights-holders and digital stakeholders.
Children frequently manage online risks independently, often relying more on peers than adults. Children
commonly use coping strategies such as:

e blocking users;

e adjusting privacy settings;

e leaving harmful chats or groups;

e creating secondary accounts;

e ignoring harmful interactions;

e seeking peer support.
Peer networks therefore play a major role in children’s digital resilience. At the same time, many coping
strategies remain informal and insufficient without broader adult support, institutional protection, and
accessible reporting mechanisms.
Children’s resilience is strongly connected to:

o digital literacy;

e emotional support;

e open communication with trusted adults;

e mental health;

e school environment;

e social inclusion.
Children affected by displacement, trauma, disability, or prolonged social isolation may have fewer
protective social networks and therefore face greater difficulty managing online risks independently.
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V. Programmes and Initiatives

Existing programs and interventions aiming to protect children online and support a dialogue between

parents/caregivers and children on the issue of online safety and wellbeing.

A growing number of programs and initiatives in Ukraine address child online safety, digital literacy,
cyberbullying prevention, media literacy, psychosocial well-being, and digital resilience. These initiatives
are implemented by government institutions, international organizations, NGOs, educational actors,
humanitarian partners, and increasingly through cross-sector cooperation mechanisms.

Government-led initiatives

One of the largest state-led initiatives is the Ministry of Digital Transformation’s “Diia Osvita” platform,
which promotes digital literacy and safer internet use for children, parents, and educators. The platform
includes educational materials on digital hygiene, misinformation, cyberbullying, privacy protection, media
literacy, and responsible online behaviour. Diia Osvita also collaborates with schools, NGOs, and
international partners to increase digital literacy nationwide.®?

The Cabinet of Ministers of Ukraine provides the overarching policy framework for digital safety and
children's online well-being through a range of national strategies, concepts, and implementation plans.
Key initiatives include the National Strategy on Creating a Barrier-Free Environment in Ukraine through
2030, which promotes digital accessibility and digital literacy; the Concept of Digital Hygiene for Preschool-
Aged Children, which introduces online safety principles from early childhood; and broader digital
transformation and education strategies that incorporate digital competence, media literacy, and online
safety elements. The Cabinet also oversees implementation and monitoring mechanisms through
interministerial action plans and coordination bodies such as the Accessibility Council. Although these
initiatives address important aspects of digital well-being, responsibilities remain distributed across multiple
ministries and agencies rather than being coordinated under a dedicated child online safety framework.®
The Ministry of Youth and Sport contributes to children's and young people's digital safety primarily
through youth policy, digital inclusion, and non-formal education initiatives. Its activities are linked to the
implementation of the National Youth Strategy through 2030, the State Targeted Social Programme
“Youth of Ukraine: Generation of Resilience - 20307, and the National Strategy on Creating a Barrier-
Free Environment in Ukraine through 2030, including its digital accessibility pillar. Through these
frameworks, the Ministry supports digital skills development, youth engagement in digital environments,
awareness-raising activities, youth work digitalisation, grant programmes, and initiatives aimed at improving
young people's resilience and responsible use of digital technologies. While not specifically focused on
child online safety, these initiatives contribute to safer and more inclusive digital participation among
adolescents and young people.®*

The State Service of Ukraine for Children's Affairs does not currently implement dedicated nationwide
child online safety programmes. However, it contributes to digital safety through its broader child protection

82 Dija.Osvita. Digital Platform

8 The Cabinet of Ministers of Ukraine. Action Plan for 2025-2026 to Implement the National Strategy for Creating a Barrier-
Free Environment in Ukraine through 2030; The Cabinet of Ministers of Ukraine. Resolution on the Establishment of the
Barrier-Free Council; The Cabinet of Ministers of Ukraine. Resolution on the State Targeted Social Programme “Youth of
Ukraine: Generation of Resilience — 2030”; The Cabinet of Ministers of Ukraine. Security Concept for Educational
Institutions; The Cabinet of Ministers of Ukraine. The Concept of Digital Hygiene for Preschool-Aged Children; The Cabinet
of Ministers of Ukraine. The Strategy for the Digital Development of Innovation in Ukraine through 2030

8 The Ministry of Youth and Sport. Guidelines and Referrals for Barrier-Free Environment in Youth Work; The Ministry of
Youth and Sport. Implementation of the National Strategy for Creating a Barrier-Free Environment; The Ministry of Youth
and Sport. Safe Internet: International Experience and Solutions for Ukraine
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mandate by coordinating protection measures for vulnerable children, supporting referral pathways, and
cooperating with social services, local authorities, law enforcement, and child protection actors. Its role
becomes particularly important when online harms intersect with issues such as exploitation, violence,
neglect, psychosocial well-being, or safeguarding concerns. The Service is therefore an important
institutional actor for responding to the consequences of online risks and ensuring protection and support
for affected children, although preventive digital safety programming remains limited.®

The Ministry of Education and Science of Ukraine integrates certain elements of digital literacy, media
literacy, and online safety into educational reforms and school activities. Since the COVID-19 pandemic
and the escalation of the war, schools increasingly address safe internet use within distance learning
contexts, although implementation quality varies considerably across regions and institutions.

The National Police of Ukraine, particularly the Juvenile Prevention Department and cybercrime units,
conducts awareness campaigns on cyberbullying, online exploitation, fraud, and internet safety. These
campaigns often target both children and parents through schools, online materials, and public outreach
activities.®’

The All-Ukrainian Online School is Ukraine’s national digital learning platform that provides students,
teachers, and parents with access to educational resources, online lessons, and distance learning
opportunities. From the perspective of digital safety and children's online well-being, it plays an important
role in creating a structured, moderated, and age-appropriate online learning environment where children
can access quality educational content safely. The platform contributes to reducing children's exposure
to harmful online content by offering a trusted educational space and promoting responsible digital
behavior. It supports the development of digital literacy skills, helping children learn how to navigate
online environments safely, protect their personal data, critically assess online information, and engage
responsibly in digital interactions. As online learning becomes increasingly important in Ukraine,
particularly during periods of crisis and displacement, the platform also contributes to children's
psychosocial well-being by ensuring continuity of education and maintaining connections with learning
communities.®

International organizations and humanitarian actors

UNICEF Ukraine implements multiple initiatives related to online safety, digital literacy, psychosocial
support, and safe digital behaviour. UNICEF campaigns include resources for parents, educators, and
children on cyberbullying prevention, misinformation, online communication, and mental health support in
digital spaces. UNICEF also supports child-friendly reporting mechanisms and online safety awareness
activities.

Finn Church Aid and Dignity Online have become one of the key actors specifically addressing digital
risks affecting children and adolescents in Ukraine. Through the “Digital Shield Ukraine” initiative and the
FCA-led research on digital safety, FCA contributes to evidence generation, policy dialogue, awareness-
raising, and coordination on child online safety and hybrid threats. The planned Hybrid Threats Working
Group initiated by FCA aims to strengthen cross-sector collaboration among education, child protection,
digital safety, humanitarian, and law enforcement stakeholders. At the same time, National NGO ‘Dignity
Online’ can share retrospective context memory and valuable expertise since the Organisation has been

85 The State Service of Ukraine for Children's Affairs

8 The Ministry of Education and Science. Order No. 103 “On the Approval of Methodological Recommendations Regarding
Methods for Filtering Internet Access and Countering Harmful Content in Educational Institutions”; The Ministry of
Education and Science. Safety of Children in the Internet

87 The Juvenile Police of Ukraine; The Juvenile Police of Ukraine. Social Media Posts and National Police Website Article of
Carried Out Events on Digital Safety for Children and Youth; The Ministry of Internal Affairs of Ukraine. Instructions on the
Organization of the Work of the Juvenile Prevention Units of the National Police of Ukraine

88 All-Ukrainian Online School
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implementing a digital safety programme since 2017, and released a national study “Online Child Sexual
Abuse and Online Child Sexual Exploitation in Ukraine” in 2025, contributing to existing development.
Additional humanitarian actors and NGOs, including Save the Children, Plan International, and local civil
society organizations, also implement awareness campaigns, psychosocial support initiatives, digital
literacy trainings, and child protection interventions related to online harm.®°
The Child Protection and Education Clusters increasingly integrate online safety considerations into
humanitarian programming, particularly regarding distance learning, psychosocial support, safeguarding,
misinformation, and online exploitation risks affecting conflict-affected children.®°
School-based programs and digital literacy initiatives
A significant portion of existing interventions are school-based. Schools increasingly organize:

o digital literacy sessions;

e media literacy activities;

e cyberbullying prevention lessons;

e awareness events on safe internet use;

e psychologist-led discussions;

e peer support initiatives.
Several NGOs and international partners provide educational toolkits, teacher trainings, and online safety
materials adapted for schools. However, implementation remains inconsistent and often depends on
school leadership, teacher capacity, local partnerships, or donor support.
Media literacy education has expanded significantly since the beginning of the full-scale war, largely due
to concerns about misinformation, propaganda, and psychological resilience.
Helplines, reporting mechanisms & support services
Ukraine has several support and reporting mechanisms available for children and families:

o National child helplines;®!

e cybercrime reporting channels®;

e NGO support services;

e school psychologists;

e humanitarian protection referral systems.
Many children are unaware of available reporting systems or do not trust institutional responses. Existing
systems often focus more on reactive responses rather than prevention, psychosocial recovery, or long-
term support.*?
Referral pathways between schools, law enforcement, mental health services, NGOs, and digital actors
are inconsistent across regions.
Initiatives involving parents and caregivers
Parents and caregivers are increasingly targeted through awareness campaigns and educational materials
developed by:

e UNICEF;

89 Dignity Online. National study “Online Child Sexual Abuse and Online Child Sexual Exploitation in Ukraine”; Finn Church
Aid Ukraine. Hybrid Threats Working Group ToR; Finn Church Aid Ukraine. Needs and Risks in the Field of Digital Safety of
Children and Adolescents in Ukraine; Save the Children and Swiss Solidarity Support Thousands of Children in Ukraine to
Access Safe Inclusive Education; Plan International. Ending violence online and offline; ICF S.A. in association with SOS
Children's Villages, Save the Children, Risk & Policy Analysts Ltd. Laura Lundy, Cath Larkins. EU Children's Participation
Platform Findings from the Consultation with Children on Cyberbullying

9% Child Protection Cluster Ukraine; Education Cluster Ukraine

91 Department of Education and Science of the Odesa City Council. Current hotline numbers for the protection of children’s
and citizens’ rights

92 The National Cyber Police. Contacts

93 Finn Church Aid Ukraine. Needs and Risks in the Field of Digital Safety of Children and Adolescents in Ukraine
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e Diia Education;

e (I)NGOs (such as FCA and Dignity Online);

e schools;

e Juvenile Prevention units;

e humanitarian actors.
These initiatives typically focus on:

e cyberbullying prevention;

e communication with children;

e privacy and safety settings;

e misinformation awareness;

e healthy screen use;

e emotional support;

e digital parenting.
However, participation often depends on parents’ own digital literacy, time, stress levels, and access to
resources. Wartime conditions, displacement, economic hardship, and psychological distress frequently
limit parental engagement.
Most programs remain informational rather than long-term capacity-building initiatives.
Initiatives involving children and young people
Children and adolescents increasingly participate in consultations, surveys, peer discussions, and
awareness campaigns. FCA and Dignity Online researches, Ctrl+SAFE consultations, UNICEF youth
engagement activities, and school-based peer initiatives all contribute to involving children directly in
conversations about online safety.®
Some programs use:

e peer-to-peer learning;

e youth ambassadors;

e school clubs;

e digital literacy competitions;

e youth-led awareness campaigns.
Children’s own experiences demonstrate that peer support remains one of the most important resilience
mechanisms online. Many children rely on friends for advice, emotional support, and guidance regarding
online risks rather than formal institutional systems.
What works well
Several positive practices emerge from the current landscape:

e strong engagement of NGOs and humanitarian actors;

e increasing recognition of digital safety as a child protection issue;

e expansion of media literacy education;

e growing cooperation between education and child protection actors;

e active involvement of international organizations;

e increasing attention to hybrid threats and misinformation;

e integration of psychosocial support into digital safety discussions;

e growing evidence generation through research and surveys.

%4 Dignity Online. National study “Online Child Sexual Abuse and Online Child Sexual Exploitation in Ukraine”; Finn Church
Aid Ukraine. Needs and Risks in the Field of Digital Safety of Children and Adolescents in Ukraine; SOS Children’s Villages
Ukraine. Ctrl+SAFE Project Digital Safety and Online Well-Being Survey of children - Ukraine Results
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The FCA-led discussions around hybrid threats and online risks affecting children represent an important

example of emerging cross-sector coordination. Similarly, Diia Education has significantly expanded public
awareness regarding digital literacy and safe internet use.
Children themselves also demonstrate significant peer-support resilience strategies, often helping one
another navigate online risks, privacy settings, blocking functions, and harmful interactions.
What remains missing or underdeveloped
Ukraine still lacks:

e a unified national child online safety strategy;

e a centralized coordination mechanism;

e systematic nationwide implementation of digital safety education;

e child-friendly reporting systems;

e clear referral pathways;

e age-specific online safety curricula;

e comprehensive teacher training;

e strong regulation of platforms and algorithms;

e sustainable funding mechanisms;

e systematic involvement of children in policy-making.
Programs also remain heavily concentrated in urban areas and donor-supported environments. Rural
communities, frontline regions, and vulnerable groups often have more limited access to digital safety
resources and psychosocial support.
There is also insufficient focus on:

e Al-generated harms;

o deepfakes;

e online recruitment;

e gaming-related exploitation;

e influencer marketing targeting children;

e algorithmic manipulation;

e digital mental health and addictive platform design.
Parental support initiatives exist but remain insufficient relative to the scale of need. Many parents report
feeling overwhelmed by rapidly changing technologies and lacking confidence discussing online risks with
children.
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VI. Vulnerable Children and Young People

Depicting how the national landscape accounts for the specific needs and heightened risks of particular

groups of children, paying attention to intersectionality.

Recognition of Vulnerable Groups

Available evidence and policy discussions in Ukraine increasingly recognize that certain groups of children
and youth face heightened online risks and require additional protection measures. Vulnerable children
and youth are referenced across humanitarian, child protection, education, and digital literacy initiatives.
Children and youth identified as particularly vulnerable in the digital environment include:

e internally displaced children and youth;

e conflict-affected children and youth;

e children and youth living in frontline or rural areas;

e children and youth with disabilities;

e children and youth in state care institutions;

e children and youth in alternative care;

e children and youth experiencing poverty or social exclusion;

e children and youth with limited parental supervision;

e children and youth experiencing psychosocial distress or trauma;

e LGBTQI+ adolescents.
Wartime conditions significantly intensify digital vulnerabilities for many children. Displacement, social
isolation, disrupted education, family separation, trauma, and increased time spent online all contribute
to heightened exposure to cyberbullying, harmful content, manipulation, misinformation, grooming, and
online recruitment.
Children living in conflict-affected or displaced households may rely more heavily on digital spaces for
communication, emotional support, education, and social interaction, increasing their exposure to online
risks. Prolonged online exposure combined with reduced adult supervision creates additional
vulnerabilities.
Gender inequalities are increasingly recognized in both research and programming. Girls are more
frequently exposed to sexual harassment, grooming, body image pressure, non-consensual image sharing,
and gender-based online violence. Boys may face greater exposure to violent online communities, risky
gaming environments, extremist narratives, and online recruitment linked to hybrid threats or illegal
activities.
Disability and socio-economic inequalities are also important factors shaping digital experiences. Children
with disabilities may encounter barriers related to accessible digital content, reporting systems, or support
services. Children living in poverty or rural areas may experience weaker internet infrastructure, lower
digital literacy, reduced access to safe digital devices, limited parental support, limited access to digital
safety education opportunities and online financial crimes.
However, despite increasing recognition of vulnerabilities, comprehensive disaggregated national data
remains limited. Vulnerable groups are often referenced broadly in policy discussions without detailed
analysis of how risks differ across age, gender, disability, migration status, ethnicity, or socio-economic
background.®®

95 Dignity Online. National study “Online Child Sexual Abuse and Online Child Sexual Exploitation in Ukraine”; Finn Church
Aid Ukraine. Needs and Risks in the Field of Digital Safety of Children and Adolescents in Ukraine; SOS Children’s Villages
Ukraine. Ctrl+SAFE Project Digital Safety and Online Well-Being Survey of children - Ukraine Results; UM Ukraine Research;
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Targeting & Interventions

Several existing initiatives in Ukraine attempt to address the needs of vulnerable children in digital

environments, particularly within humanitarian and child protection programming.
Humanitarian organizations, including UNICEF, FCA, Save the Children, Plan International, Dignity Online
and other local NGOs, increasingly integrate online safety and digital literacy into:

e psychosocial support programs;

e child-friendly spaces;

e distance learning initiatives;

e safeguarding interventions;

e youth engagement activities;

e mental health support;

e media literacy education.
The FCA-led Digital Shield Ukraine initiative and the planned Hybrid Threats Working Group place
particular emphasis on the intersection between wartime vulnerabilities, hybrid threats, misinformation,
and child protection. The initiative also highlights the specific risks affecting conflict-affected adolescents,
displaced youth, and children exposed to online manipulation or recruitment.
Some school-based programs (including All-Ukrainian Online School) provide targeted support for
vulnerable children through:

e psychologist-led activities;

e  peer support groups;

e media literacy sessions;

e anti-bullying campaigns;

e inclusive educational programming.
UNICEF and NGO-led interventions also include guidance for parents and caregivers supporting
vulnerable children online, particularly in contexts of displacement, trauma, and prolonged remote learning.
Most existing programs are donor-funded, project-based, and concentrated in urban or humanitarian
response settings. Long-term institutionalized support systems remain underdeveloped.
Specific tailored measures for highly vulnerable groups — such as children with disabilities, children in
institutional care, Roma children, or LGBTQ+ adolescents — remain particularly limited. Existing programs
often address vulnerable children broadly without sufficiently adapting interventions to their distinct digital
realities and access barriers.*®

Gaps & Challenges
Significant gaps remain in addressing the digital safety needs of vulnerable children in Ukraine.
One of the main challenges is the absence of a comprehensive child-centred national framework
integrating:
e child protection;
e digital governance;
e inclusive education;
e psychosocial support;

UNICEF Ukraine — Safer Internet Day statistics and online behaviour in Ukraine; UNICEF Ukraine — U-Report findings on
online fraud and misinformation risks; Google. ‘Children’s Online safety in Ukraine’ Study

% Dignity Online. National study “Online Child Sexual Abuse and Online Child Sexual Exploitation in Ukraine”; Finn Church
Aid Ukraine. Needs and Risks in the Field of Digital Safety of Children and Adolescents in Ukraine; SOS Children’s Villages
Ukraine. Ctrl+SAFE Project Digital Safety and Online Well-Being Survey of children - Ukraine Results; UM Ukraine Research;
UNICEF Ukraine — Safer Internet Day statistics and online behaviour in Ukraine; UNICEF Ukraine — U-Report findings on
online fraud and misinformation risks; Google. ‘Children’s Online safety in Ukraine’ Study
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e disability inclusion;

e humanitarian response;

e online safety.
Many vulnerable groups remain underrepresented in researches, policy development, and program design.
In particular, there is limited evidence and few targeted initiatives addressing:

e children with disabilities;

e Roma children;

¢ LGBTQ+ adolescents;

e children in institutional care;

e children outside formal education systems;

e children living in remote rural communities.
Barriers to access remain substantial. These include:

e unequal internet connectivity;

e lack of safe digital devices;

e inaccessible digital platforms;

e low digital literacy among caregivers;

e language barriers;

e financial deprivation;

e stigma;

e social exclusion;

e lack of disability-adapted materials and reporting systems.
Children with disabilities may face additional barriers when accessing online safety information, reporting
mechanisms, or psychosocial support. Many platforms and educational materials are not fully adapted
for accessibility needs.
The wartime environment further intensifies inequalities. Families affected by displacement, poverty,
trauma, or military service often have reduced capacity to supervise children’s online activities or provide
emotional support regarding digital risks.
Another major challenge is that many interventions continue focusing primarily on awareness-raising
rather than long-term resilience, mental health, or structural protection mechanisms. Existing support
systems also remain fragmented between education, child protection, law enforcement, humanitarian
actors, and digital governance institutions.
Rapidly evolving risks — including Al-generated harms, online recruitment, manipulative algorithms, and
hybrid threats — disproportionately affect vulnerable children who may already experience isolation,

trauma, or reduced access to trusted adult support.”’

97 Dignity Online. National study “Online Child Sexual Abuse and Online Child Sexual Exploitation in Ukraine”; Finn Church
Aid Ukraine. Needs and Risks in the Field of Digital Safety of Children and Adolescents in Ukraine; SOS Children’s Villages
Ukraine. Ctrl+SAFE Project Digital Safety and Online Well-Being Survey of children - Ukraine Results; UM Ukraine Research;
UNICEF Ukraine — Safer Internet Day statistics and online behaviour in Ukraine; UNICEF Ukraine — U-Report findings on
online fraud and misinformation risks; Google. ‘Children’s Online safety in Ukraine’ Study
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VIl. SNAPSHOT: Key Takeaways

Ukraine does not yet have a standalone national Child Online Safety
Strategy, although online safety issues are partially integrated into
education, child protection, cybersecurity, and digital transformation
policies. Existing legislation insufficiently addresses emerging risks such
as Al-generated harmful content, deepfakes, algorithmic amplification,
influencer marketing targeting children, and manipulative platform
design. Age assurance and age estimation mechanisms remain
underdeveloped, with no unified national standards for privacy-

Key legal & policy gaps preserving age verification. There is limited regulation of algorithmic
systems exposing children to harmful content. Enforcement and
coordination remain fragmented across institutions. Data on online risks
is inconsistent and insufficiently disaggregated by gender, disability,
displacement status, or other vulnerabilities. Support systems for
children affected by cyberbullying, grooming, sextortion, and hybrid
threats remain uneven, especially in rural and frontline areas. Wartime
hybrid threats targeting children through Telegram, TikTok, gaming
platforms, and social media are increasing faster than policy adaptation
mechanisms.

Ukraine demonstrates high digital connectivity and strong institutional
digital transformation capacity. The Ministry of Digital Transformation,
Ministry of Education and Science, Juvenile Police, UNICEF, NGOs,
and international organizations actively support digital literacy and online
safety initiatives. Schools increasingly integrate media literacy and cyber
hygiene content into education. The Diia ecosystem and broader
digitalization reforms provide strong institutional infrastructure for future
Gl e Tl child online safety measures. Civil society and humanitarian actors have
rapidly adapted to wartime digital risks through awareness campaigns,
psychosocial support, and digital literacy programming. Initiatives and
the planned Hybrid Threats Working Group create an important multi-
stakeholder coordination mechanism focused specifically on wartime
online threats affecting children. Existing initiatives also show growing
recognition of the links between digital safety, mental health, child
protection, misinformation, and hybrid threats.

1. Child-friendly reporting and referral tools for cyberbullying, grooming,
sextortion, and online recruitment.
2. Al-powered detection and moderation systems for harmful content
7 CIEEs targeting children.
3. Safe digital literacy tools for schools, parents, and adolescents.
4. Privacy-preserving age verification and age-appropriate design

solutions.
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5. Detection and prevention of hybrid threats and online recruitment of
children.

6. Mental health and psychosocial digital support tools for children
affected by online harm.

7. Accessible online safety tools for children with disabilities and
vulnerable groups.

8. Parent-child communication tools and awareness solutions.

9. Child participation mechanisms in online safety governance.

10. Data collection systems for child online safety trends in wartime
contexts.

Cabinet of Ministers of Ukraine; Ministry of Digital Transformation of
Ukraine; Ministry of Youth and Sport; Ministry of Education and Science
of Ukraine; Ministry of Social Policy of Ukraine; Juvenile Prevention
Department of the National Police; Office of the Educational
Ombudsman; The State Service for Education Quality; State Service of

Key stakeholders to Ukraine for Children’s Affairs; Parliamentary Commissioner for Human

engage Rights; UNICEF; Finn Church Aid; Dignity Online NGO, other Digital
Literacy NGOs; Child Protection and Education Clusters; digital service
providers; youth representatives; digital platforms (e.g. Diia.Education,
Educational Platform “CyberTeens”, All Ukrainian Online School, etc.);
cybersecurity experts; academic institutions; CSOs working with conflict-
affected children.

Ukraine offers strong opportunities for piloting integrated child online
safety approaches due to its advanced digital governance ecosystem
and active civil society sector. There is significant potential to develop
a national Child Online Safety recommendation document aligned with
EU Digital Services Act principles and emerging EU cyberbullying
frameworks. Wartime realities create urgent demand for scalable digital
resilience programming combining child protection, media literacy,
Opportunities for mental health, cybersecurity, and hybrid threat prevention. Existing
intervention humanitarian and education systems can be leveraged to integrate
online safety into schools, psychosocial support services, and youth
programming. The planned FCA-led Hybrid Threats Working Group
provides a valuable coordination platform for evidence-sharing, policy
advocacy, and institutional collaboration. Dignity Online can share
valuable experience since has been implementing digital protection
initiatives since 2017. There is also strong potential for donor support
from EU actors, UNICEF, FCDO, and digital governance initiatives
focused on child protection and resilience in conflict settings.
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IX. Additional Analytical Findings

1. Ukraine lacks a dedicated standalone national strategy specifically focused on online child safety and
hybrid threats affecting children.

2. The war significantly increases children’s exposure to misinformation, manipulation, online recruitment
attempts, harmful propaganda, and psychological pressure online.

3. Telegram, TikTok, YouTube, Instagram, and gaming platforms such as Roblox are among the most
commonly used platforms by children and adolescents.

4. Teachers and parents report insufficient practical guidance on responding to cyberbullying, grooming,
sextortion, and online recruitment.

5. Digital literacy efforts remain fragmented and largely project-based rather than systematically integrated
into school curricula.

6. The FCA-led Hybrid Threats Working Group can become an important coordination platform linking
education, child protection, digital safety, law enforcement, and psychosocial support actors.

7. Children affected by displacement, trauma, disability, financial deprivation of caregivers and prolonged
social isolation are particularly vulnerable to online harm.

8. Al-generated harmful content, deepfakes, and manipulative algorithms are emerging risks insufficiently
reflected in current Ukrainian policies.

9. Ukraine could benefit from adapting EU approaches related to reporting systems, platform
accountability, age assurance, and digital well-being education.
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